Firewalls
Building the Foundation of Network Security
[bookmark: _Toc444679305]Overview
The PIVOT Firewall lab is means for individuals to learn how to use a firewall.  Students will build their own virtual environment using Virtual Box and Ubuntu Linux.  In the resulting network, the student will configure one of the Linux systems as the firewall and build a policy to provide the access required in each of the questions.
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[bookmark: _Toc444679307]Building the Lab
To build the lab, the student will need the following:
· A computer system with enough RAM and disk to support 3 Virtual Ubuntu Servers running concurrently
· Virtual Box installed on the computer in question
· The Ubuntu server install media
The instructions and screenshots given here assume the student has a Windows host to run Virtual Box in, but should apply for Linux and/or OSX with just a few changes.
The following are the names for the three VMs to be created:
1. NorthClient – the host above the firewall
2. Firewall – the firewall
3. SouthClient – the host below the firewall
[bookmark: _Toc444679308]Initial Setup
Take the following steps to prepare your computer for building the lab.
1. Download and install Virtual Box from https://www.virtualbox.org/wiki/Downloads
2. Download the current LTS Ubuntu ISO from http://www.ubuntu.com/download/server
3. Install Virtual Box on your host computer, choosing the default options.
[bookmark: _Toc444679309]Creating the Virtual Machines
Import the associated Virtual Machine image (Ubuntu_14.03.3_32_bit.ova) three times. One time for each of the VMs to be created, NorthClient, SouthClient, and Firewall.  Skip to the configuration steps or proceed below with the installation manually.
Follow the following process to create the 3 Ubuntu Servers needed for this lab:
1. Click on the “New” icon:
[image: ]
2. Choose a name for the VM being created, depending upon which host you are creating (the Initial Setup section above).  Choose “Linux” for “Type” and “Ubuntu” for “Version”.  Be sure to pick 64 or 32 bit as appropriate.  If possible, use 64 bit (this will depend upon your host computer).
[image: ]
3.  Choose the amount of RAM to be used.  512MB should be sufficient for this lab for all 3 VMs.
[image: ]
4. Choose to create a virtual disk now.
[image: ]
5. Choose VDI.
[image: ]
6. Choose Dynamically Allocated.
[image: ]
7. Choose 8GB of disk space to be used.
[image: ]
8. Once the host is created, right click on it and select “Settings”.
[image: ]
9. In the resulting window, select “Storage” and select “Empty”.  Click on the CD icon and select “Choose Virtual Optical Disk File…”.  [image: ]
10. In the resulting dialog box, select the Ubuntu Server image that was downloaded in the Initial Setup section (see above).  Click “Open” to close the File Dialog 
11. If the host being created is the North or South client, choose “Okay” to close the Settings window.  
12. If the host being created is the Firewall, choose “Network” and click on the “Adapter 2” tab.  Select “Enable Network Adapter”.  Choose “Okay” to close the Settings window.
[image: ]
13. Click Start to power on the VM.  Follow all of the default Ubuntu installation options, but choose the following options at the following screens:
a. Hostname:  When prompted, choose the same name as was selected for the VM in VirtualBox.
b. Security Updates:  Select Install security updates automatically:
[image: ]
c. For Software selection, choose the following 
i. for the North and South Clients:
[image: ]
1. OpenSSH server
2. DNS server
3. LAMP server
4. Mail server
5. Samba file server
6. Virtual Machine Host
ii. For the Firewall:
1. OpenSSH server
2. Virtual Machine Host
[bookmark: _Toc444679310]Configure the Network
After all three VMs have been installed, follow these steps to create the network setup to be used for this lab.
[bookmark: _Toc444679311]Configure VirtualBox
1.  Open the Settings window for the Firewall VM.  Choose Network, and select “Internal Network” for “Attached To”.  Type in the name “North”.  Set “Promiscuous Mode” to “Allow All”:[image: ]
2. Choose the “Adapter 2” tab and select “Internal Network” for “Attached To”.  Type in the name “South”.  Set “Promiscuous Mode” to “Allow All”:
[image: ]
3. Click “Okay” to close the window and save the settings.
4. On the NorthClient VM, set its interface to the same as “Adapter 1” of the Firewall.
5. On SouthClient VM, set its interface to the same as “Adapter 2” of the Firewall.
[bookmark: _Toc444679312]Configure the Virtual Machines
1. On the Firewall, change the /etc/network/interfaces file to configure the network interfaces:
[image: ]
a. eth0
	Type
	Static

	Address
	10.1.1.1

	Netmask
	255.255.255.0


b. eth1
	Type
	Static

	Address
	10.2.2.1

	Netmask
	255.255.255.0


c. Restart the network interfaces by executing:  
i. ifdown eth0; ifup eth0
ii. ifdown eth1; ifup eth1
d. Check the network status with ip addr show
[image: ]
2. On the NorthClient, change the /etc/network/interfaces file to configure the eth0 network interface: 
[image: ]
	Type
	Static

	Address
	10.1.1.10

	Netmask
	255.255.255.0

	Gateway
	10.1.1.1


3. Restart the network interfaces by executing:  ifdown eth0; ifup eth0
4. Check the network status with ip addr show
[image: ]
5. On the NorthClient, change the /etc/network/interfaces file to configure the eth0 network interface: 
[image: ]
	Type
	Static

	Address
	10.1.1.10

	Netmask
	255.255.255.0

	Gateway
	10.1.1.1


6. Restart the network interfaces by executing:  ifdown eth0; ifup eth0


7. Check the network status with ip addr show
[image: ]
8. As root, create the /etc/init.d/rc.iptables file and add the following content:
[image: ]
A sample script is provided as a part of the lab files.

9. Save the file and set its permissions to 755.
10. Execute the file:
[image: ]




[bookmark: _Toc444679313]Lab Usage
[bookmark: _Toc444679314]Command Help
The following sections give examples on how to use common commands needed to use this lab environment.  Please note, you should never copy and paste Unix commands into a prompt from a Microsoft Office document.  Microsoft programs tend to replace ASCII characters with their own, non-standard extensions.  Those non-ASCII characters will cause failed commands.
It should be noted that the commands and flag combinations given here are only recommended as a starting point.  All students are strongly urged to explore each command and learn how to use them more fully, as need may dictate.
[bookmark: _Toc444679315]Using ping and tracepath
It can be handy to ensure basic network connectivity is in place before assuming a firewall problem.  When working on a firewall rule, always be sure to use ping and tracepath to ensure the endpoints and all hops in between can be reached.
[bookmark: _Toc444679316]Using Netcat
Instead of running real network services in the environment, netcat will be used to emulate listening services.  This will give greater flexibility to testing a variety of layer 4 rules that will be implemented in this lab environment.
To emulate a TCP service:  
nc –l <port> 
To emulate a TCP client:  
nc <ip address> <port> 
To emulate a UDP service:  
nc –u –l <port> 
To emulate a UDP client:  
nc –u <ip address> <port> 
Note that the <ip address> given to the client should be the IP address of the endpoint where the service in question is being emulated.
[bookmark: _Toc444679317]Using TCPdump
When troubleshooting firewall rules, it is often EXTREMELY helpful to run TCPdump commands on both firewall interfaces, simultaneously.  This can give a view as to what traffic is reaching the firewall, and what traffic is successfully passing through the firewall.
Basic sniffing:  
tcpdump -c 100 -i <interface> -n port <port>
Sniffing with payload capture:  
tcpdump –c 100 –i <interface> -n –s 0 –A port <port>
[bookmark: _Toc444679318]Using rc.iptables
To load the firewall rulebase:  
/etc/init.d/rc.iptables start
To unload the firewall rulebase:  
/etc/init.d/rc.iptables stop
To recycle the firewall rulebase after changing it:  
/etc/init.d/rc.iptables stop
Make changes to the firewall rule script using your favorite editor.  (The coach has a strong bias towards vi and will award brownie points accordingly to team members who show off their vifu  ;-)
[bookmark: _Toc444679319]Using iptables
The core firewall in the Linux kernel is iptables.  The rc.iptables script is merely a sequence of commands in a batch that load or unload the kernel with the rules listed out in each respective line of the file.
To view all existing rules:  
iptables --list –v –n –list-numbers
To flush all existing rules:  
iptables --flush



[bookmark: _Toc444679320]Exercises
The following is a list of suggested exercises to help the student learn how to configure a firewall.  Additional exercises can be given by request, after this first set has been completed by the student.
1. [bookmark: _Toc444679321]Basic connectivity
Disable the firewall rules.  Ensure that the firewall is working in its most basic capacity as a routing device.  
a. Attempt to ping each endpoint from its opposite partner.  
b. Use tracepath from each to show the route in between.
2. [bookmark: _Toc444679322]Enable the firewall
Enable the firewall rules.  
a. What type of firewall is this?  (White list or Black list?)
b. [bookmark: _GoBack]How would you change the firewall to the other type?  Use the appropriate commands and test with traffic that would otherwise have been blocked.
3. [bookmark: _Toc444679323]Verify the existing rule
One rule has been put into the rc.iptables script to allow web access from one host to the other.  
a. Which host can connect to the other’s web server?  
b. Prove your answer by connecting from the client to the server.
4. [bookmark: _Toc444679324]Give SSH access
Create a rule to allow access to SSH from the SouthClient to the NorthClient.  Create such traffic and use the iptables command to show that the traffic is being processed by that rule.
5. [bookmark: _Toc444679325]Allow Access to the Firewall
Create a rule to allow SSH from the SouthClient to the Firewall, but not from the NorthClient to the Firewall.  Create such traffic and use the iptables command to show that the traffic is being processed by that rule.
6. [bookmark: _Toc444679326]Give DNS access
Create a rule to allow access to DNS over UDP from the NorthClient to the SouthClient.  Create such traffic and use the iptables command to show that the traffic is being processed by that rule.
7. [bookmark: _Toc444679327]Make rules stateful
Change the original rules so that they use the iptables mechanisms for stateful traffic control.  
a. Show that the rules still work by creating the traffic that was allowed by the original rules.
b. Repeat for the rules done in #4 and #6.
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Memory size

Select the amount of memory (RAM) in megabytes to be allocated to
the virtual machine.

The recommended memory size is 768 MB.
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(©) Create Virtual Machine

Hard disk

1 you wish you can add a virtual hard disk to the new machine. You
can either create a new hard disk file or select one from the list or
from another location using the folder icon.

1 you need a more complex storage set-up you can skip this step
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created.

The recommended size of the hard disk is 8.00 GB.
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Hard disk file type

Please choose the type of file that you would like to use for the new virtual hard
disk. 1F you do not need to use it with other virtualization software you can leave this

setting unchanged.
(®) VDI (VirtualBox Disk Image)
() VMDK (Virtual Machine Disk)
() VHD (Virtual Hard Disk)

() HDD (Parallels Hard Disk)

©) QED (QEMU enhanced disk)
(O QCOW (QEMU Copy-On-Write)
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Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is used
(dynamically allocated) or i it should be created at its maximum size (fixed size).

A dynamically allocated hard disk file wil only use space on your physical hard
disk as it fills up (up to @ maximum fixed size), although it will ot shrink again
automatically when space on it is freed.

A fixed size hard disk file may take longer to create on some systems but is often
faster to use.

Dynamically allocated

Fixed size
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File location and size

Please type the name of the new virtual hard disk file into the box below or click on

the folder icon to select a different folder to create the file in.

NorthClient|

Select the size of the virtual hard disk in megabytes. This size is the limit on the
‘amount of file data that a virtual machine will be able to store on the hard disk.
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b NorthClient [Running] - Oracle VM VirtualBox -0
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This file describes the netuork interfaces available on your system
and hou to activate them. For more information, see interfaces(5).

The loopback netuork interface
to lo
iface lo inet loopback

The primary netuork interface
uto ethd
iface etho inet static
address 10.1.1.1
netmask  255.255.255.0

to ethl
iface ethi inet static
address 10.2.2.1
netmask  255.255.255.0

" etc/metuork interfaces” 19L, 390C uritten 16,15-22
%] Right cirl
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Firewall [Running] -

frooteF ireaull: % ifdoun ethd ; ifup ethd

frooteF ireaul1:~# ifdoun ethl ; ifup ethl

frooteFireaull:# ip addr show

[1: 10: <LOOPBACK,UP,LOVER_UP> mtu 65536 qdisc mogueue state UNKNOWN group defaull

Tink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Ift forever preferred_Ift forever
inet6 ::1/128 scope host
valid_Ift forever preferred Ift forever
etho: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast state UP gr]
oup default glen 1000
Link/ether 08:00:27:11:08:57 brd 1 :ff :ff :ff:ff :fF
inet 10.1.1.1/24 brd 10.1.1.255 scope global ethd
valid_Ift forever preferred_Ift forever
inetb £eBO: :a00:27ff :fe11:857/64 scope link
valid_Ift forever preferred_Ift forever
: ethl: <BROADCAST,MULTICAST,UP,LOVER_UP> mtu 1500 gdisc pfifo_fast state UP gr]
oup default glen 1000
Link/ether 08:00:27 82 brd £f:0fi00I000 L
inet 10.2.2.1/24 brd 10.2.2.255 scope global ethl
valid_Ift forever preferred_Ift forever
inetb £eBO: :a00:27ff :fe0c:3982/64 scope link
valid_Ift forever preferred Ift forever
4: uirbro: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 qdisc noqueue state DOUN
group default
Link/ether c6:a:ff:36:3d:aa brd £f:fF 00000001
inet 192.168.122.1/24 brd 192.168.122.255 scope global virbro
valid_Ift forever preferred_Ift forever
frootoFireaul

Ol = i {7} @ (%) right cr
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VirtualBox

This file describes the netuork interfaces available on your system
and hou to activate them. For more information, see interfaces(5).

The loopback netuork interface
to lo
iface lo inet loopback

The primary netuork interface
uto ethd
iface etho inet static
address 10.1.1.10
netnask 255.255.255.0
gatevay 10.1.1.1

" etc/metuork interfaces” 13L, 339C written
%] Right cirl
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“# ip addr shou
: lo: <LOOPBACK,UP,LOVER_UP> mtu 65536 gdisc nogueue state UNKNOUN group defaul

Tink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Ift forever preferred_Ift forever
inet6 ::1/128 scope host
valid_Ift forever preferred Ift forever
: etho: <BROADCAST,MULTICAST,UP,LOVER_UP> mtu 1500 gdisc pfifo_fast state UP gr]
oup default glen 1000
Link/ether 08:00:27 59 brd £f:ffiEfi000L L
inet 10.1.1.10,24 brd 10.1.1.255 scope global etho
valid_Ift forever preferred_Ift forever
inetb £eBO: :a00:27ff :fe24:5759,64 scope link tentative
valid_Ift forever preferred Ift forever
virbro: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1500 gdisc nogueue state DOUN]
group default
Link/ether 0a:76:0b:0f :dc:Bf brd ff:ff:ff:ffiffiff
inet 192.168.122.1/24 brd 192.168.122.255 scope global uirbro
valid_Ift forever preferred_Ift forever
JrooteNorthC1ient s

Ol = i {7} @ (%) right cr
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thClient [Running] - Oracle VM VirtualBox

This file describes the netuork interfaces available on your system
and hou to activate them. For more information, see interfaces(5).

The loopback netuork interface
to lo
iface lo inet loopback

The primary netuork interface
uto ethd
iface etho inet static
address 10.2.2.10
netnask 255.255.255.0
gatevay 10.2.2.1

" etc/metuorkinterfaces” 13L, 339C uritten
Right Ctrl





image20.png
“# ip addr shou
: lo: KLOOPBACK,UP,LOVER_UP> mtu 65536 gdisc nogueue state UNKNOUN group defaul

Tink/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Ift forever preferred_Ift forever
inet6 ::1/128 scope host
valid_Ift forever preferred Ift forever
: etho: <BROADCAST,MULTICAST,UP,LOVER_UP> mtu 1500 gdisc pfifo_fast state UP gr|
oup default glen 1000
Link/ether 08:00:27 05 brd £f:ffiEfiEL0LEE
inet 10.2.2.10,24 brd 10.2.2.255 scope global etho
valid_Ift forever preferred_Ift forever

inet6 feB0::a00:27ff :fe?d:1d05/64 scope link
valid_Ift forever preferred_Ift forever
iroote@SouthClient s _

Right Ctrl
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1/bin/bash
Jrunction 10ad_rules ©
iptables —© mat ¢ ; iptables
iptables —© FORWARD DROP: iptables —© INPUT DROP; iptables —© OUTPUT DROP
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